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What  F INMA’s  Revised  Rules  Mean for F inanc ia l  Intermediar ies

FINMA’s  part ia l ly rev ised  C i rcu lar 2016/7 “V ideo and Onl ine  Ident i f i cat ion”  entered
into  force  on  1  November 2026.  I t  int roduces  l iveness  detect ion  to  counter
deepfakes  and AI-enab led  ident i ty manipu lat ion ,  a l lows the  Swiss  E- ID for d ig i ta l
customer ident i f i cat ion  under AML requi rements ,  t reats  QR code-based documents
as  equ iva lent  to  those  wi th  a  Machine  Readable  Zone ,  and accepts  add i t iona l  d ig i ta l
methods  for ver i fy ing  res idence .

📌  Why i t  matters

Dig i ta l  onboard ing  i s  now d i rect ly exposed to  AI -enab led  ident i ty f raud .  F inanc ia l
intermediar ies  need ident i f i cat ion  contro ls  that  can  conf i rm a  customer i s  a  rea l ,
phys ica l ly present  person ,  not  just  that  a  document  appears  va l id .



🔍  Sca le  Ins ight

The rev is ion  combines  t ighter contro ls  with  new d ig i ta l  opt ions .  F INMA is  not
s lowing  down d ig i ta l  onboard ing ,  but  i t  i s  t reat ing  AI  manipulat ion  as  a  r i sk  that
inst i tut ions  must  address .  The  E- ID and QR code-based documents  broaden the
opt ions ,  whi le  l iveness  detect ion  ra ises  the  bar for how those  channels  are  secured .

🧭  Act ionable  Takeaway

Reassess  your KYC and onboard ing  contro ls  aga inst  deepfake  scenar ios  and update
them to  the  rev ised  c i rcu lar.  Check  which  changes  apply to  each  ident i f icat ion
channel  you use ,  inc lud ing  any t rans i t ion  per iods ,  and  document  the  outcome.

Stablecoins  Under MiCA:  The  Countdown to  Compl iance

ESMA expects  nat iona l  superv isors  to  requ i re  remediat ion  of remain ing  exposures  to
non-MiCA-compl iant  s tab leco ins  as  soon as  poss ib le  and no later than  8  January
2027.  For MiCA-author ised  crypto-asset  serv ice  prov iders  serv ing  EU c l ients ,
rest r ic t ing  t rad ing  a lone  i s  insuf f ic ient ,  as  the  expectat ions  extend across  serv ices ,
inc lud ing  custody and t ransfers .

💡  Why i t  matters

Del i s t ing  a  t rad ing  pa i r  does  not  reso lve  exposure  e lsewhere  in  a  f i rm’s  operat ions .
CASPs  need to  ident i fy everywhere  an  af fected  token i s  used ,  prevent  new exposure
and manage ex is t ing  pos i t ions  through an  order ly ex i t .

🔍  Sca le  Ins ight

8 January i s  the  outer l imi t ,  not  the  target ,  and nat iona l  superv isors  may expect
ear l ie r remediat ion .  Stab leco in  support  i s  a l so  becoming  a  governance  dec is ion .
Beyond l iqu id i ty and demand,  f i rms  need to  assess  i ssuer author isat ion ,  regu latory
status  and operat iona l  dependenc ies .



🧭  Act ionable  Takeaway

Review every serv ice  involv ing  af fected  tokens  and bui ld  a  contro l led  ex i t  process ,
with  cont inued serv ices  l imited  to  what  i s  temporary,  r i sk-based and necessary for
ex i t  or safekeeping .  Ass ign  c lear ownersh ip  across  compl iance ,  product ,  operat ions
and technology,  and  def ine  who dec ides  when support  must  end .

Why Wal let  Screening  Alone  Is  No Longer Enough

Recent  US measures  target ing  the  Russ ian- l inked A7 payment  network  h igh l ight  the
growing  complex i ty of sanct ions  evas ion  invo lv ing  d ig i ta l  assets .  Accord ing  to  US
author i t ies ,  A7 combines  payment  intermediar ies ,  corporate  s t ructures  and d ig i ta l
assets ,  inc lud ing  the  rub le-backed A7A5 token ,  to  fac i l i tate  cross-border
t ransact ions .

💡  Why i t  matters

A wal let  may show no d i rect  sanct ions  exposure  whi le  s t i l l  forming  part  of a  more
complex  network  invo lv ing  h igh-r i sk  counterpart ies  or intermediar ies .  Ident i fy ing
exposure  to  known addresses  does  not  necessar i ly revea l  the  fu l l  p ic ture .

🔍  Sca le  Ins ight

Wal let  screen ing  remains  an  essent ia l  component  of AML and sanct ions  compl iance ,
but  i t  i s  on ly a  f i rs t  s tep .  The  A7 case  i l lust rates  why a  r i sk-based approach must  go
beyond automated screen ing  resu l ts .  Understand ing  the  network  beh ind  a
t ransact ion  i s  what  makes  the  d i f ference .

🧭  Act ionable  Takeaway

Extend your r i sk  assessments  beyond screen ing  resu l ts .  Combine  t ransact ion
ana lys i s ,  counterparty due d i l igence  and network  ana lys i s ,  and  assess  whether
t ransact ions  are  cons is tent  wi th  the  customer ’s  bus iness  act iv i t ies .



In  October 2026,  Kraken secured i t s  VARA l i cence ,  br ing ing  i t s  UAE expans ion  a  s tep
c loser to  launch .  Payward  FZCO,  Kraken’s  loca l  ent i ty,  was  l i censed for broker-dea ler
and management  and investment  serv ices ,  wi th  permiss ion  to  serve  reta i l ,  qua l i f ied
and inst i tut iona l  investors .  The  p lanned of fer ing  inc ludes  AED t rad ing  pa i rs  and
di rect  d i rham depos i ts  and wi thdrawals .

💡  Why i t  matters

Kraken’s  expans ion  adds  to  the  compet i t ion  among regu lated  prov iders  in  Duba i .  For
new entrants ,  that  ra i ses  the  bar for both  the i r  of fer ing  and the i r  ab i l i ty to  de l iver i t
wi th in  the  regu latory f ramework .

🔍  Sca le  Ins ight

A l i cence  def ines  commerc ia l  scope ,  as  permit ted  act iv i t ies  and c l ient  categor ies
need to  match  the  bus iness  a  f i rm intends  to  bu i ld .  Loca l  bank ing  access  matters
too ,  because  funding  and wi thdrawing  in  d i rhams can  make a  meaningfu l  d i f ference
to  c l ient  adopt ion  and everyday use .

🧭  Act ionable  Takeaway

Map your l i cence  scope aga inst  your p lanned bus iness  before  enter ing  Duba i .  Make
sure  governance ,  AML contro ls ,  c l ient  protect ion  and regu latory report ing  can  keep
pace  as  the  bus iness  grows .

Kraken’s  Dubai  Approva l :  Another Step  Toward  Regulated  Crypto  Markets

Need a second view on a wallet or crypto transaction?

Scale Compliance supports financial institutions and businesses with wallet screening,
transaction-risk assessments, sanctions exposure analysis and source-of-funds reviews.

Get in touch with our CEO Dr. Karin Lorez.



AI  i s  increas ing ly moving  f rom support ing  f inanc ia l  dec is ions  to  potent ia l ly
execut ing  them autonomous ly.  In  i t s  Guidance  08/2024,  F INMA emphas ises  that
f inanc ia l  inst i tut ions  must  ident i fy,  assess ,  manage and moni tor the  r i sks  ar i s ing
from AI  app l icat ions  and adapt  the i r  governance  and contro l  f rameworks  accord ing ly,
fo l lowing  the  pr inc ip le  of “same bus iness ,  same r i sks ,  same ru les .”

💡  Why i t  matters

As AI  agents  become capab le  of in i t iat ing  t ransact ions  and se lect ing  payment
methods ,  inst i tut ions  face  new quest ions  on  governance ,  operat iona l  r i sk  and
regu latory accountab i l i ty.  The  execut ion  of a  t ransact ion  may be  automated ,  but
respons ib i l i ty for compl iance  remains  wi th  the  f inanc ia l  inst i tut ion .

🔍  Sca le  Ins ight

The quest ion  i s  not  s imply whether an  AI  agent  can  execute  a  payment ,  but  whether
ex is t ing  contro ls  can  ef fect ive ly govern  that  dec is ion .  Automated payments  remain
subject  to  due d i l igence ,  screen ing  and t ransact ion  moni tor ing ,  and AI-dr iven
dec is ions  must  be  t raceab le  enough for overs ight  and regu latory rev iew.

🧭  Act ionable  Takeaway

Def ine  c lear respons ib i l i t ies  for AI -dr iven  dec is ions ,  inc lud ing  the  author i ty to
in i t iate  and approve t ransact ions .  Put  safeguards ,  t ransact ion  l imi ts ,  esca lat ion
procedures  and human intervent ion  mechanisms in  p lace ,  and rev iew overs ight  of
externa l  AI  models  and payment  inf rast ructure .

When AI  Agents  Make Payments :  Who Is  Accountable?



Sca le  Compl iance  i s  now a  member of the  DMCC Luxury Innovat ion  Centre  (DLIC) ,
es tab l i shed wi th in  DMCC (Duba i  Mul t i  Commodit ies  Centre)  and operated  by
ORIGINALLUXURY.  DLIC br ings  together leaders  across  d iamonds ,  go ld ,  f ine  jewel ry
and l i festy le  wi th  technology innovators ,  susta inab i l i ty experts  and industry
profess iona ls  shap ing  the  future  of luxury.

For us ,  i t ’s  a  natura l  connect ion .  We support  bus inesses  wi th  KYC and AML
compl iance ,  pract ica l  matters  that  increas ing ly feature  in  conversat ions  across  the
luxury sector.

We look  forward  to  meet ing  DLIC ’s  members ,  exchang ing  ideas  and exp lor ing
opportun i t ies  to  work  together.

Connect ing  Compl iance  and Luxury :  Our Involvement  in  DMCC’s  Luxury
Innovat ion  Ecosystem

📌  Takeaway

Across  th is  month’s  deve lopments ,  one  theme stands  out :  compl iance  has  to  reach
beyond the  f i rs t  contro l .  Whether the  top ic  i s  d ig i ta l  ident i ty,  s tab leco ins ,  wa l let
screen ing ,  l i cens ing  or AI ,  f i rms  need to  show that  the i r  contro ls  work  across  the
ent i re  bus iness .

For f inanc ia l  inst i tut ions  and d ig i ta l  asset  f i rms ,  the  pr ior i t ies  are  c lear :

Reassess  KYC and onboard ing  contro ls  aga inst  deepfakes  and other forms of AI
manipu lat ion
Ident i fy everywhere  non-MiCA-compl iant  s tab leco ins  are  used and manage an
order ly ex i t  before  8  January 2027
Look beyond wal let  screen ing  resu l ts  to  the  network ,  counterpart ies  and
economic  rat iona le  beh ind  a  t ransact ion
Make sure  governance  and AML contro ls  keep pace  wi th  new l i cences ,  new
markets  and AI-dr iven  payments

https://www.linkedin.com/company/dmcc/
https://www.linkedin.com/company/originalluxuryofficial/


How Sca le  Compl iance  Helps  You Stay Ahead:

Crypto  Payments  for Luxury Goods  –  Buy h igh-end watches ,  rea l  es tate ,  and
other assets  secure ly wi th  c rypto .
Exchange Serv ices  –  Convert  c rypto  to  f i a t  and v ice  versa  wi th  fu l l  regu latory
compl iance .
Escrow Serv ices  –  Protect  h igh-va lue  t ransact ions  wi th  secure  and t ransparent
escrow so lut ions .
Compl iance  & Regu lat ion  –  Stay ahead of AML,  KYC,  and evo lv ing  d ig i ta l  asset
regu lat ions .

F inanc ia l  innovat ion  i s  happen ing  fas t .  Are  you ready?

👉  V is i t  sca lecompl iance .com to  learn  more .
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